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Abstract 
Since 2005, the Naval Postgraduate School (NPS) and Lawrence 
Livermore National Laboratory (LLNL) have been conducting a series 
of unique experimental studies entitled “Tactical Networking Testbed 
- Maritime Interdiction Operation Experiments” [5]. These 
experiments are conducted twice a year and are supported by 
partners from Sweden (Swedish Defense Research Agency), 
Germany (University of Bundeswehr) and Greece (NATO Maritime 
Interdiction Operations Training Center). 
The MIO 10-2 experiment, which took place in multiple locations in 
Europe was the first such experiment where the lead responsibility 
for comprehensive data collection was transferred between three 
operation centers. This alternation of lead data collection agencies 
was designed to improve the recording and reconstruction of the 
sequence of events for post-experiment analysis.  
The Reconstruction & Exploration approach was used and 
demonstrated potential as a data collection and analysis method and 
enabled analysis through exploration, using a custom designed 
online collaborative environment as the main data capture node.  
 
Introduction 
Tactical Network Testbed Maritime Interdiction Operations (TNT-
MIO) [4] is a series of experiments being conducted by the Naval 
Postgraduate School. The MIOs have engaged several international 
partners since their inception. Global collaboration between remote 
partners is enabled using the Tactical Network Testbed (TNT) [5] at 
NPS, enabling near real time exchange of tactical data such as 
operator position, status reports, sensor data and observation 
reports. These kinds of data help to build shared situational 
awareness; while communicative data, such as text, audio and video 
help to resolve ambiguities, share ideas, remotely control and enable 
expert reachback functionality from the remote locations. 
The focus of TNT-MIO experimentation is to examine the technical 
and operational challenges of searching and interdicting small 
watercraft and large cargo vessels which may be illegally 
transporting nuclear radiation threats. One important goal of the 
experiments is to test the applicability a wireless network to share 
real-time mission data during a MIO operation. The wireless network 
would facilitate synchronous reachback to remotely located subject 
matter experts. These experts assist the on-scene crews by 
analyzing radiation sources based on sensor readings that are 
transmitted from the vicinity of, or on board, the suspect vessel, and 
Page 2 of 8 
 
biometric data. In this manner, the subject matter experts collaborate 
with the on-scene crews and boarding party in near real time to 
facilitate situational understanding and course of action selection. 
To date, the TNT-MIO experiment series has brought together 
agencies from several partner nations, to collaborate in a network-
enabled environment during varied MIO experimental scenarios. For 
the MIO 10-2 experiment three different agencies alternated data 
collection lead responsibility and experiment control. The sites 
included the NPS laboratory and temporary operations centers at the 
Swedish Defense Research Agency (FOI) in Linköping, Sweden and 
the University of Bundeswehr (UoB) in Munich, Germany. 
Following the theory of experimentation in Alberts [1], the TNT-MIO 
campaign of experiments consists primarily of discovery and 
constraints analysis events [5]. As such, its success depends upon 
accurate, comprehensive capture and collection of changes in the 
course of events, the states of networks, and expert reachback.  
In accordance with the MIO 2010 experiment plan, MIO 10-2 
represented the overseas phase of MIO trials for 2010. It was the first 
TNT-MIO experiment in which the FOI team became a critical data 
capture site for exploring usage of networks, advanced sensors and 
collaborative technology in support of integrated detection and 
interagency collaboration to counter small craft-sourced nuclear 
radiological threats. 
Experiment scenario summary 
The experiment scenario started with intelligence reports indicating 
that a small amount of unspecified nuclear material had been illegally 
sold on the black market and might be en route to Germany by sea. 
This triggered a search for the material near German Baltic sea ports 
(Phase I). The supposed material was eventually found by MIO team 
swimmers with the aid of experts who remotely analyzed the data 
feeds from the swimmers’ sensors. The swimmers then tagged the 
material to be able to continue tracking it. 
The material was transferred from a small water craft to a ground 
vehicle and transported through Europe, where subsequent 
monitoring and ground tracking was performed to determine its 
destination. The package was tracked to Greece where it was further 
transferred onto a passenger ship toward the vicinity of a NATO 
facility in Crete (Phase II). 
Experiment tasks and goals 
During Phase I the experiment focused on the following key tasks: 
 Create a collaborative network of covert swimmers, radiation 
sensor operators, patrol boat crews and remotely located 
subject matter experts 
 Detect and identify illicit materials on board water craft or 
ground vehicles 
 Tag and track illicit materials on water and land 
 Facilitate actions by other agencies to detect, locate and 
interdict illicit material/devices in the approaches to target 
areas, such as waterways or highway choke points. 
 
Phase II tasks: 
 Track illicit material transport and delivery in a blue water 
environment 
 Collaborate (NATO MIO crews) to execute a network-
enabled choke point and pursue a target 
 Integrate unmanned aerial vehicles to support choke point 
screening & target vessel pursuit  
 Detect illicit material and interdict targeted water craft, 
employing coordination and shared situational awareness 
among multinational crews. 
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The comprehensive experimental goal was to enable data collection 
for future simulation modeling of these tasks. The purpose of this 
paper is to describe the methods and results of the data capture trials 
at MIO 10-2. 
Method 
The Swedish Defense Research Agency (FOI) has developed a 
model to capture and replay exercise data, entitled Reconstruction & 
Exploration (R&E), see figure 1 [2, 3, 10, 11]. Although the approach 
was originally designed for distributed tactical operations such as 
military or crisis management exercises and operations, it was also 




Figure 1. Reconstruction & Exploration was selected as the method 
for capturing and analyzing data for MIO 10-2 (from [2]). 
 
The first two steps of R&E comprise domain analysis and modeling. 
Their main purpose is to find the research questions to answer and 
the method to do so. The design of this iteration of the MIO 
experiment and the short scenario planning time available limited the 
robustness of these two initial steps. An ad-hoc instrumentation plan 
was prepared in order to catch only the most accessible data types. 
These included unit positions, alerts, observer reports, documents 
and voice recordings. Only data that was sent via the TNT network 
was selected for capture. The resulting mission history was a 
representation specifically of the information that was available to the 
subject matter experts at the three remote reach back sites.  
Table 1 shows the six main data types that were captured; screen 
captures from selected monitors in the operation centers, position 
updates and alerts from units connected to the TNT network, and 
observer reports (text, audio, optional attachments). Table 2 shows 
the tools that were used to monitor each data type in real time, and to 
conduct after action reviews (AAR) [7, 12] (i.e. R&E Exploration 
phase). 
Table 1. Data capture tools and their capabilities, MIO 10-2. 
Tool Data type(s) Automated 
Screen capture Screen capture video X 
F-REX Position updates, alerts X 
Observer Notepad Text, audio, attachments [partially] 
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Table 2. Data visualization tools used during MIO 10-2 at the 
operation centers and for post-mission analysis. 







NetScene X X   X  
F-REX X X X X  X 
NPS SA 
Viewer 
X X   X X 
Observer 
notepad 
 X  X X X 
Position updates and alerts were constantly transmitted from the 
operators and crews to a Situation Awareness (SA) server at the 
NPS laboratory in the U.S. This server was configured to respond to 
each incoming update by broadcasting it to all registered clients 
using the open part of the Cursor on Target (CoT) format [9]. One of 
the registered clients was the FOI relay client. A customized program 
to capture all CoT messages was connected to the relay client. It was 
kept continuously online to monitor incoming CoT messages and 
saving them to a database for subsequent processing. Similarly, a 
second program at FOI monitored the same messages and displayed 
them in near real time using the simulation engine NetScene (Figure 
2) [6]. NetScene was designed to visualize and control simulated 
scenarios at the FOI simulation testbed MOSART [8].  
The MOSART testbed was created by FOI to allow simulated sensor 
models, visualization tools and other services to easily exchange 
data over a standardized format. By relaying TNT messages to 
MOSART, simulated sensors and fusion engines were able to use 
live data from the TNT network. Any output from them was 
transmitted back into the TNT network (i.e. tracks resulting from track 
model simulations). That output would automatically be captured 
since they would, in turn, be received by the NPS server and 
broadcasted as new CoT messages (Figure 3). NetScene was the 
preferred tool to visualize the events instead of the NPS situational 
awareness viewer. This was because it used MOSART to display 
messages, giving a visual representation of what the simulated 
sensors and fusion models were being fed. 
 
Figure 2. The NetScene client was used to visualize action in near 
real-time and verify MOSART connectivity for simulated sensor and 
fusion models. NetScene displayed position updates and alerts being 
sent over the TNT network as CoT messages. 
  




Figure 3. Live data from the field was fed to MOSART via CoT and 
could then be used by simulated sensors and fusion models at FOI to 
generate new data for the TNT network. The simulated data would 
be treated and posted by the TNT server like live data, and therefore 
would be captured by the FOI data capture program. 
MIO crews and operators accessed the testbed collaborative 
environment via the collective portal or peer-to-peer collaborative 
clients, situational awareness agents, video conferencing tools and 
the video client [5]. The NPS collective portal contains a tool known 
as the Observer Notepad (Figure 4) onto which all operators sent 
information for sharing. The information typically consisted of a time 
stamped textual note with an optional attachment such as a photo, 
screenshot or document. This was used extensively during MIO 10-2 
to share information, and became a focal point for data capturing. A 
custom program was written to sniff the Observer Notepad and 
extract information. Peer-to-peer data and video conferencing were 
omitted from data capture by FOI due to complexity. 
The data collection phase itself was completely automated since the 
instruments were continuously online on the TNT network. After the 
experiment, the captured data was integrated by interpreting and 
converting all CoT messages and observer reports into F-REX [2, 3, 
11] events. Attachments were analyzed and added to the graphical 




Figure 4. Observer notepad was used extensively to send reports 
and communicate between remote sites. 
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Figure 5. A synchronized mission history of MIO 10-2, visualized and 
analyzed using F-REX. 
 
Analysis of the mission history consisted of repeated playbacks, 
looking for significant events and noting how well the captured data 
set could be utilized as well as what additional data would be 
desired. 
Discussion 
The principal critique from the analyst team regarding the use of R&E 
to capture and analyze MIO data was the difficulty in finding sufficient 
information for the domain analysis and data modeling. The lack of 
information made it difficult to create the necessary instrumentation 
plan in advance. For MIO 10-2 this resulted in a data set that focused 
only on what data was flowing through the TNT network, which might 
not always correspond to what would actually be most needed.  
The trial showed the ease of capturing observer reports, position 
updates and alerts being sent over the network. These data could be 
used to detect major events in the exercise and their causal order. 
The data set was not comprehensive enough to understand the 
details of what occurred and why it did, because a good enough 
domain analysis could not be conducted prior to the experiment. The 
only way to overcome this problem would be to create a data 
collection/instrumentation plan sufficiently comprehensive to capture 
enough ground truth to draw conclusions about all feasible research 
questions that we may want to answer post experiment. 
Communication between remote partners was mainly conducted via 
video conferencing. Therefore those collaborations should be 
captured and reviewed in order to gain the full context, reasons and 
motivations for certain actions. Additionally, cell phones were widely 
used, providing another data source to monitor in upcoming MIO 
experiments in order to comprehensively capture communications. 
The reports that were posted on Observer Notepad were mainly 
intended for communication and logging, but their rich information 
made them an excellent data source for analysis. We propose to 
further leverage experiment data in the future by adding an additional 
layer of observation reports using predefined classification schemas. 
Conclusion 
The R&E approach proved useful as a model to capture and analyze 
the data from a MIO experiment. The R&E concept transfers well to 
analyzing experiments and collecting data for simulations. During 
MIO 10-2, the focus was on handling the Observer Notepad and 
Cursor on Target messages that were sent via the TNT network. The 
captured mission history provided an overview of important events. 
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TNT provides an excellent platform to conduct experiments, and 
provides an opportunity to capture data flows. R&E has been 
determined appropriate for capturing and analyzing TNT-MIO 
experiments. We determined, however, that our data capture for MIO 
10-2 was insufficiently detailed to draw conclusions from the 
experiment other than those already attained by participating 
personnel. 
While the Observer Notepad facilitated data entry, the absence of 
other software applications limited our ability to reconstruct and 
analyze events. Video and audio communications were not captured. 
This limited our ability to analyze the context around which scenario 
decisions were based. Hence, for better future studies, we propose a 
more directed data collection plan, requiring more thorough domain 
analysis and modeling. Alternatively, when that is not possible, we 
would need to include a much more comprehensive data collection 
plan to properly analyze the MIO post experiment. 
References 
[1] Alberts, D. and Hayes R., Planning: Complex Endeavors, 
Washington: CCRP Publication Series (2007). 
[2] Andersson, D., 2009, “F-REX: Event-driven synchronized 
multimedia model visualization” in Proceedings of The 15th 
International Conference on Distributed Multimedia Systems, pp 140-
145, Redwood City, CA, USA, published by Knowledge Systems 
Institute, ISBN 1-891706-25-25, Sep 10-12 (2009). 
[3] Andersson D., Pilemalm S. and Hallberg N., “Evaluation of Crisis 
Management Operations using Reconstruction and Exploration” in 
Proceedings of the 5th International ISCRAM Conference, pp 118-
125, Washington, DC, USA, May 4-7 (2008). 
[4] Bordetsky, A., Dougan, A., Foo Yu, C. and Kihlberg, A., “TNT 
Maritime Interdiction Operation Experiments: Enabling Radiation 
Awareness and Geographically Distributed Collaboration for 
Network-Centric Maritime Interdiction Operations”. Paper presented 
at The Defense Technology and Systems Symposium, Singapore, 
Dec 5-8 (2006).  
[5] Bordetsky, A. and Netzer, D., “Testbed for Tactical Networking 
and Collaboration” in The International C2 Journal, Volume: 4, Issue: 
3 (2010). 
[6] Forsgren, R., Swedish Defence Research on the NetBeans 
Platform (Part 1), http://netbeans.dzone.com/nb-swedish-defence-
research-1. Submitted 2010-06-01. Retrieved 2011-03-28 (2010). 
[7] Headquarters Department of the Army, A Leader’s Guide 
to After-Action Reviews (TC 25-20), Washington, DC, 30 
September (1993). 
[8] Horney, T., Holmberg, M., Silvervarg, K., Brännström, M.: 
”MOSART Research Testbed” in Proceedings of The 2006 IEEE 
International Conference on Multisensor Fusion and Integration for 
Intelligent Systems, pp. 225-229, Heidelberg, Germany, Sep 3-6 
(2006). 
[9] Miller, W., "Cursor on Target", Military Information Technology 
Online, Volume: 8 Issue: 7. Sep 02 (2004). 
[10] Morin, M., Multimedia Representation of Distributed Tactical 
Operations, Linköping Studies in Science and Technology, 
Dissertation No. 771, Linköping University, Linköping, Sweden 
(2002).  
[11] Pilemalm, S., Andersson, D. and Hallberg, N., “Reconstruction 
and Exploration of Large-scale Distributed Operations – Multimedia 
tools for Evaluation of Emergency Management Responses”, in 
Journal of Emergency Management, Volume 6, Issue 4, pp 31-47, 
published by Weston Medical Publishing, LLC (2008). 
Page 8 of 8 
 
[12] Rankin, W. J., Gentner, F.C. and Crissey, M. J., “After 
action review and debriefing methods: technique and 
technology” in Proceedings of the 17th Interservice/Industry 
Training Systems and Education Conference, Albuquerque, 
NM, USA (1995). 
Author biography 
Mr. Dennis Andersson is a researcher at the Swedish Defense Research Agency, 
department of Information Systems. He holds a master in Computer Science at 
Linköping University, where he is now also a PhD student in Information Science. 
COL. Steve Mullins is a research associate and PhD student in the Information 
Sciences Department at NPS. His research interest is in transactive memory systems.  
Dr. Alex Bordetsky is an Associate Professor at NPS, Director of Center for Network 
Innovation and Experimentation; Principal Investigator for TNT-MIO Experimentation 
and Testbed.  
Mr. Eugene Bourakov is a Senior Researcher at NPS providing R&D technical lead of 
TNT-MIO experimentation series. 
Mr. Robert Forsgren is a senior system developer and project manager at the Swedish 
Defense Research Agency, department of Information Systems. He took lead on 
integrating FOI into the MIO collaboration and creating a TNT enabled operation 
center in Linköping, Sweden. 
